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Abstract of the contribution: This contribution proposes the NF service authorization.
1. Discussion

Network function (NF) service authorization is the function realized during the procedure of NF interaction. The motivation of NF service authorization is to ensure the service access is authorized according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.
There are two types of NF service authorization requirement in general: 

Type A) per NF granularity service authorization: 
Paper S2-166647 raised a concern that how to provide security connection between the UDM in the HPLMN and other NF from VPLMN as UDM is a critical node for operator thus it cannot be visited by any of the NF in order to protect user subscription.
Therefore, a node level NF service authorization is necessary. 
To support such requirement the NRF shall verify whether the service requester NF is able to interconnect with the service provider NF. If the authorization is negative, it means the service provider doesn’t provide any service to the requester UE. 
The authorization information of the services to different NF is stored as the NF profile of a NF function instance, and managed by the NRF. The NF profile of one NF maintains the policy including: which type of NFs are allowed to be connected. 
Besides the case mentioned above, it may also the requirement that the NF is only permit to access some limited service not all the service provided by the target NF instance. To support this, the NF profile is also stored on each NF instance.  Using that information, it can verify if the requester NF can access to the specific service during the interconnection.

Based on the NF profile, the following service authorization are supported:
-  Service authorization during NF service discovery procedure: When one NF request to discover the requested NF instance, the NRF is able to authorize whether the NF is allowed to interact with the requested NF instance. If not allowed, the NRF will reject the NF discovery request to avoid that this NF discover and interconnect with the requested NF instance.

-  Service authorization during the interconnection between NF_A and NF-B: When NF_A interconnects with the NF_B, the NF_B (as service provider) is able to authorize whether the service that the NF_A requests is allowed. If not allowed, the NF_B as service provider will reject the service request from the NF_A.
Type B) Per UE granularity service authorization 
In the TR conclusion clause 8.12, there is a NOTE saying:
NOTE 1:
The list of procedures that will be exhibited as service will be determined during the normative phase. How a network function is authorized on a per UE basis needs to be determined during the normative phase.

Service authorization on a certain UE is not requested to be stored in the NF profile. Our understanding of this type of authorization is coupled with the service logic tightly. 

For example in the mobility management process, only when the UE has been authenticated successfully, the old MM-NF can provide the context retrieval service to the new MM-NF. 

As such we consider this type of service authorization is merged to the related service logic and not need be considered in the general service framework. 
In summary, the service authorization is realized as following: 

· Information stored in NF profile is for per NF granularity service authorization. 
· Information related to the service logic, which provides additional authorization policy. That is to be taken into account as well during the interaction between NFs.
2. Proposal

It is proposed to add following texts to TS 23.501.
* * * First change* * * *
7.1.2 NF Service authorization


NF service authorization ensures the service requester NF is authorized to access the NF services provided by the service provider NF, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information is one of the components in the profile of an NF instance, including the NF type (s) which is allowed to interconnect with this NF instance and corresponding service (s) can be accessed.  
The NRF check whether the NF Service Discovery Request from the requester NF is permitted to discover the requested NF instance (s). If the service requester NF is permitted to interconnect with the service provider NF, the NRF provides the IP address or the FQDN of NF instance(s), to the requester NF. 
When establishing the connection between the NF(s) for NF service access, the NF instance acting as a service provider should be able to verify whether the service requester NF is allowed to access the request service according the service authorization information in the NF profile.

Service authorization per UE granularity is embedded in the related service logic.
NOTE: The security of the connection between service request and service provider is specified in SA3 WG.
* * * End of the change* * * *
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